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Phil Buckley (TS/SCI) 
Cybersecurity Engineer II, IAM II, IAT II, IASE I 

San Diego, CA 92025  –  661-444-1816  –  phil@phillipbuckley.com  –  www.linkedin.com/in/pmbuckley 

TECHNICAL PROFICIENCIES, SKILLS & COMPETENCIES, DEGREES, CERTIFICATIONS 

Computer Network 
Defense (CND) & IA 

● Security Assessment Reports (SAR) ● Security Control Assessment 
● Two-Factor/Multifactor Authentication (2FA/MFA) ● IAVM (e.g., IAVA, IAVB) 
● Special Access Programs (SAP) ● RMF processes 

Cybersecurity Tools  
& Software 

● ESS/HBSS (McAfee/Trellix ePolicy Orchestrator (ePO) Server) ● eMASS 
● Tenable Security Center (Tenable.SC) and Nessus ● eMASSter 
● SCAP Workbench ● STIG Viewer 
● Xacta 

General Tools  
& Software 

● Apache JBoss ● Apache Tomcat ● Docker 
● Jira ● Kubernetes ● BASH Shell Script 
● MS Exchange Server ● MS PowerShell ● MS Project 
● MS SQL ● MS Visio ● MS VBA 
● MS Windows Batch Script ● MS WSUS ● Postgres/PostgreSQL 
● MS Office (Access, Excel, PowerPoint, Project, Word) ● VMware vCenter 
● firewall configuration (hardware & software) ● VMware vSphere 
● switch and router configuration (e.g., Brocade, Cisco IOS, Dell) 

Operating Systems 
● CentOS ● Fedora ● Ubuntu 
● VMware ESXi ● MS Windows Server ● MS Windows Workstation 
● Red Hat Enterprise Linux (RHEL) 

Degrees 
● B.A. Management (In Progress)  ● A.A. Electronics Technology (2018) 
● A.A. Information Systems (2018)  ● A.A. Supervision and Management (2018) 

Certifications 

● CompTIA -  Security+ CE, A+ IT Technician 
● VMware – Certified Associate 6 – Data Center Virtualization (VMware VCA6-DCV) 
● ISC2 – CISSP (expired) (actively pursuing, ETC 08/2025) 
● US Navy – Navy Qualified Validator (NQV) (training and experience complete), ETC ASAP) 

Clearances 
● TS/SCI(eligible) – “Cleared for TOP SECRET information and granted access to Sensitive 
Compartmented Information (SCI) based on a completed T5/T5R investigation and 
admittance to the Continuous Monitoring program.” 

PROFESSIONAL EXPERIENCE 

Cybersecurity Engineer II 
Epsilon C5I, Inc. – 2022-Present 

Cybersecurity Analyst/System Administrator 
Grove Resource Solutions, Inc. (GRSi) – 2021-2022 

Information Assurance Manager/System 
Administrator/Division Lead 
USS COLUMBIA (Submarine) – 2018-2020 

Department Manager/Information Assurance 
Manager/System Administrator 
Naval Submarine Support Command –2014-2018 

ISSM(IAM)/System Administrator/Division Lead/EKMS 
Manager/Database Designer & Administrator 
USS LA JOLLA (Submarine) – 2010-2014 

Site Lead/Primary Instructor/Curriculum 
Developer/ISSM(IAM)/System Administrator 
Center for Information Dominance – 2006-2010 

Information Assurance Manager/Network 
Administrator/Division Lead/Database Designer 
USS ALABAMA (Submarine) – 2002-2006 

U.S. Naval Basic Training, ET COMMS “A” School, 
Submarine School, ET Submarine Radioman “A” & “C” 
School 
North Chicago, IL, Groton, CT, Bangor, WA 2000-2002 

Distance Support Technician/Database 
Designer/Technical Mentor 
Microsoft Corporation, Stream International – 1998-1999 


